MHPOPMALMOHHAA MNAMATKA
anAd oObYHYAROLWUXCA ANA PASMELWLEHUA
HA OPULUMUATIbHbBIX MHTEPHET-PECYPCAX

C kaxabiM rogoM MOJSIOAEXWN B MHTEPHETEe CcTaHoBUTbCA Gornblue, a
LLUKOSMbHUKN OLHM U3 CaMblX aKTUBHbIX Morib3oBaTtenen PyHeta. Mexay Tewm,
NMOMMMO OFPOMHOI0 KonmyectBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. JTa NamaTka OOfkKHa Nomodb Tebe 6e3onacHoO HaxoauTbCs B
ceTn.

KomnbloTepHble BUPYChI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMBIOTEPHbLIX NpOrpamMm,
OTNINYNTENBHONM  OCOBEHHOCTBIO  KOTOPOWM  SIBMSIETCA  CMNOCOOHOCTb K
pasMHOXeHU0. B gononHeHMe K 3TOMy, BUPYCbl MOryT MOBpeauTb WNnu
MOMMHOCTLID  YHUYTOXUTb Bce annbl W OaHHble, MNOAKOHTPOSIbHbIE
nonb3oBaTenio, OT MWMEeHW KoToporo Obina 3anyweHa 3apaxeHHas
nporpammMa, a TaKkKe MoBpeauTb WN Jaxe YHUYTOXUTb OnepaumoHHYHo
cMctemy co BcemMn panmnamu B uenoMm. B 6onblumMHCTBE Ccnyyaes
pacnpoCTPaHATCSA BUPYChbl YepPe3 NHTEPHET.

MeToabl 3aWmMThl OT BPEAOHOCHLIX NPOrpamm:

1. Wcnonb3yn coBpeMeHHble orepauuoHHble CUCTEMbl, UMelolme
CEPbE3HbIN YPOBEHbL 3aLLUTbl OT BPEAOHOCHbLIX MporpamMmm;

2. locTosiIHHO ycTaHaBnuBaW nadyTu (UMGpPOBbIE 3annaTku, KoTopble
aBTOMaTM4YECKM yCTaHaBNUBAOTCS C Lenblo 4opaboTkM nporpaMmmbl) U gpyrue
OOHOBIEHNA CBOEN onepaumoHHoM cuctembl. CkaumBa WX TOMbKO C
odmumnanbHoro camta paspabotunka OC. Ecnm  CcywecTByeT pexum
aBTOMaTMYECKOro 0OHOBMNEHMS, BKIOYN €rO;

3. Pabotanm Ha cBoeM KoMMnblOTEPE NOA NpPaBaMu NONb3oBaTenNs, a He
agMuMHUCTpaTopa. OTO He NO3BONUT OONbLUMHCTBY BPEAOHOCHbLIX MporpaMm
WHCTanmMpoBaTbCsl Ha TBOEM NePCOHaNbHOM KOMIMbIOTEPE;

4. KWcnonb3ynm aHTUBUPYCHble MpOrpaMMHble MNPOAYKTbl M3BECTHbIX
npoussoguTenen, ¢ asToMmaTniyecknm obHosneHnem 6as;

5. OrpaHnyb omMsnyeckum 4oCTyn K KOMMNbOTEPY A9 NOCTOPOHHUX JUL;

6. Vicnonb3yn BHeLWHME HOCUTENW MHQOopMaLMW, Takme Kak (rieLuka,
ANCK nnu cann n3 MHTepHeTa, TONbKO N3 NPOBEPEHHbBIX MCTOYHUKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE Palnbl, NOMyYeHHbIEe N3 HEHAOEXHbIX
NcTovHMKOB. [axe Te dpawurnbl, KOTOpble npucnan TBOW 3HaKOMbIW. Jlyywe
YTOYHW Y HEFO, OTNPABNSAN N OH Tebe nx.

Cetn WI-FI

Wi-Fi - 3TO He BuAg nepegadn OaHHbIX, HE TEXHOSOrMNs, a BCEro Nuilb
OpeHn, mapka. Ewe B 1991 rogy HuaepnaHackasi  KOMMaHUs
3apeructpuposana 6peHg "WECA", 4yto o0003Ha4ano croBocoveTaHue
"Wireless Fidelity", koTopbln nepeBoguTcs kak "6ecnpoBogHas TOYHOCTL".

[lo Hawero BpemeHn gowna gpyras abbpesunatypa, KoTopasa aBnsieTcs
Takon xe TexHonoruen. 1o abbpesuatypa "Wi-Fi". Takoe HasBaHue 6bIno
[AaHO C HaMeKOM Ha CcTaHZapT BbiCLLUEN 3BYKOBOW TexHuku Hi-Fi, 4yto B
nepeBoae o3Ha4vaeT "BblCOKasgs TOYHOCTL".



[a, GecnnaTHbIn WMHTEPHET-A4OCTYN B Kade, oTensax u asponoprax
SIBNSIETCS OTNMYHOM BO3MOXHOCTbKO BbIxoga B WHTepHeT. Ho MHorume
aKcnepTbl cuuTalT, 4To OobwepoctynHble Wi-Fi ceTn He 4aBnsawTCA
©e3onacHbIMW.

CoBeTbl Mo 6e3onacHocTn paboTkl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepnaBai CBOIO NUYHYKO MHOPMaLMO Yepe3d obLeoCTyMnHbIe
Wi-Fi cetn. Pabotass B Hux, XenatenbHO He BBOAUTb Maponu AOCTyna,
NOTMHbI U KaKne-To HOMepa;

2. Ncnonb3yn n 06HOBNAN aHTUBMPYCHbIE NporpamMmbl U BpaHamayep.
Tem cambiM Tbl 06e3onacuilb cebsi OT 3aKayku BUpyca Ha TBOE YCTPOWUCTBO;

3. Mpun wncnonb3oBaHun Wi-Fi oTknoun dyHkumo "O6wmin goctyn K
gannam n npuHtepam". [aHHas OyHKUMA 3aKpbiTa MO YMOSYaHU0, OQHAaKO
HEeKOTOopble MONb30BaTENM aKTUBUPYIOT ee Ans yaobcTBa MCMNONb30BaHUS B
paboTte unn yyebe;

4. He wncnonb3yn nybnunyHbin WI-FI gns nepefaym nUYHbIX OaHHBIX,
HanpuMmep 4S8 BbiXxo4a B coumaribHble CETU UMK B SSNTEKTPOHHYIO MOYTY;

5. Ncnonb3yn TONbKO 3awuiuieHHoe coeanHeHue veped HTTPS, a He
HTTP, T.e. npn Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MobunbHOM TenedoHe oTknoun dyHkumio "lMogkntoyveHne k Wi-Fi
aBTOMaTuyeckn". He gonyckan aBToMaTn4YeCcKoro NoAkIItoYeHns YCTPOMUCTBa K
cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumnanbHble CeTU aKTMBHO BXOOAT B HalWy XW3Hb, MHOrMe nau
paboTaloT M XKMBYT TaM MNOCTOSIHHO, a B Facebook yxe 3aperncrtpmposaH
MUNNuap YenoBek, YToO SABNAETCA OOQHOM CedbMOW BCEX XUTEeNewn nraHeThbl.
MHorne nonb3oBaTenn He MNOHMMALOT, YTO MHOPMaLUS, pa3MeLleHHasa UMK
B coumarnbHbIX CETSX, MOXET OblTb HangeHa 1 UCMonb30BaHa KeEM YrogHo, B
TOM 4uncne He ob6s3aTenbHO ¢ BnarMMm HaMepeHNAMMN.

OcCHOBHbIE COBETbI N0 6€30MacCHOCTU B COLManbHbIX CETAX:

1. OrpaHudb cnucok gpysen. Y T1eba B AOpy3bAX He [LOOSMKHO OblTb
CNyYamnHbIX U HE3HAKOMBbIX NIOAEN;

2. 3awmuian CBOK YacTHYH XM3Hb. He ykasbiBan naposniv, TenedoHsbl,
agpeca, pfnaTty TBOEro pPOXAEHUS W AOPYryl JUYHY0  UHGOPMaUnIo.
3MOYMbILLNIEHHUKM MOTYT UCMONb30BaTb AaXe UHGOPMaLUNIO O TOM, KakK Tbl U
TBOW pPOOUTESNM NNaHMpyeTe NPOBECTUN KaHUKYIbI;

3. 3awmuian cBoOK penyTauuio - AepXKU ee B YNCTOTe M 3apaBan cebe
Bonpoc: xoTen ©Obl Tbl, 4TOBbLI Apyrne nonb3oBaTeNn BUOENW, YTO Thl
3arpyxaewb? [logyman, npexge 4em 4To-TO onybrvkoBaTb, Hanucatb U
3arpyauTb;

4. Ecnn Tbl roBOpULLb C NIOAbMU, KOTOPbIX HE 3Haellb, HEe UCMOSNb3yi
CBOE pearnbHOE WMSA W OPYryw JIUMYHYO WHGOPMAaUUU: UMSA, MeCTOo
XUTenbCTBa, MecTo y4ebbl 1 Npoyee;

5. N36eran pasmelleHus otorpadun B IHTepHeTe, rae Tl n3obpakeH
Ha MECTHOCTU, NO KOTOPOWN MOXHO ONpeaenmTb TBOE MECTOMOSIOXKEHNE;



6. MNpun pernctpaumm B coumanbHOM ceTU HeobXxoauMMO MCNosb30BaTb
CNOXHble MaposiM, coctosiwme n3 OykB U LUMPpP M C KONIMYECTBOM 3HAKOB He
MeHee 8;

7. Ona coumanbHOM ceTW, MOYTbl M OpYyrMx canmToB Heobxoammo
ncnonb3oBaTb pasHble naponu. Torga ecnn  Teba B3nomaroT, TO
3MOYMBbILSIEHHUKN NofydaT OOCTYMN TOSIbKO K OAHOMY MECTY, a He BO BCe
cpaasy.

ONEKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHbIMN - 3TO OYeHb YAOOHLIN Cnocob nnaTexen, ogHakKo
CYLECTBYIOT MOLLUEHHUKN, KOTOPbIE XOTAT MNOSTY4YUTb 3TU OEHbLIN.

OnNEKTPOHHbIE OEHbIMM MOSIBUAINCL COBCEM HEOABHO U MMEHHO WU3-3a
9TOro BO MHOIMX rocygapcrBax 4o CUX Mop He NponmMcaHo Npo HUX B 3aKOHaX.

B Poccumn e oHM PYHKUMOHMPYIOT U O HUX YXKe NPOMuMcaHO B 3aKOHe,
roe ux pasgensitoT Ha HEeCKOSbKO BUMAOB - @aHOHWUMHbIE M HE AHOHUMHBbIE.
PasHnya B TOM, 4YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs
nNpoBOAUTbL onepaunn 6e3 naeHTumkaumm nonb3oBaTtens, a B HEAHOHUMHbIX
noeHTUdrKauna nonb3oBaTens asndeTcs 0b6a3aTenbHON.

Takke cnegyeTt pasnuyaTb 3NEKTPOHHble MaTHble AeHbrn (paBHbI
rocyapCTBEHHbIM BasnkoTam) U 3S1IeKTPOHHble HedMaTHbIe AEHbIN (He paBHbI
rocygapCTBEHHbIM BantoTam).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C ANEKTPOHHbIMU AEeHbraMu:

1. MpuBsXM K c4HeTy MOBUMbHLIN TenedoH. JTo cambii yOOOHbIN 1
ObICTPbI cNOCO6 BOCCTAHOBUTL [OCTYN K c4yeTy. [lpuBs3aHHbIN TenedoH
NOMOXET, ecnn 3abydellb CBOM MnaTeXHbI Naposfb UNW 3anellb Ha CanT C
HEe3HaKOMOro yCTPOUCTBa;

2. Vicnonb3yn ogHopasoBble naposniv. [locne nepexoga Ha YCUITEHHYHO
aBTOpu3aumo Tebe yxxe He ByaeT yrpoXxkaTb ONAaCHOCTb KpaXu Unn nepexsaTa
nyaTeXXHoro Napons;

3. Bbibepu crnoxHbin naponb. NpectynHukam BygeT He NpoCcTo yragaTtb
CITOXHbIN naporb. HagexHble naponu - 3To naponu, KoTopble coaepXaTt He
MeHee 8 3HaKOB 1 BKITOYAKOT B ce6SA CTPOYHbIE M NPONUCHbIE BYKBbI, LIMPbLI K
HEeCKONbKO CUMMBOJSIOB, Takue Kak 3HaK fonnapa, (oyHTa, BOCKNUUATESbHbIN
3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOOM CBOM NIMYHblE AaHHbIE HA canTax, KOTOPbIM He oBepSAeLLlb.

OnNeKTPOHHas noyTa

OnNEKTPOHHas noyTa - 9TO0 TEXHOSOMMA N NpeaocTaBnseMble et yCryru
No nepecblike W MNOSYyYEHUIO  3MEKTPOHHbIX  COOBLIEHMA, KOTOpble
pacnpegensTcsa B KOMMbloTepHON ceTh. OBbIYHO 3MEKTPOHHbIN MOYTOBbLIN
AWMK BbIrNaguMT cnegylowmm obpasom: MMs _nonb3oBaTensa@uMsa_OoMeHa.
Takke Kpome nepedaym MpPOCTOro TeKkcTa, WMEEeTCs BO3MOXHOCTb
nepegasaTb dpannbl.

OcHoBHble coBeTbl N0 6esonacHom paboTe ¢ ANEKTPOHHOM MOYTOMN:

1. Hapo Bblb6paTb NpaBusbHbIA NOYTOBLIN cepBUC. B MHTEpHeTe ecTb
OrpOMHbIN BbIGOp BecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Nyylle A0BEPATb
TEM, KOro 3Haellb 1 KTO NEPBbIN B PENTUHTE;



2. He ykasblBail B NIMYHOW MNOYTE NMYHYO MHGopmMaumio. Hanpumep,
ny4yuwe BblIbpaTh "My3blkanbHbIM_daHaT@" nnn "pok2013" BmecTo "temal3d";

3. Vicnonb3yn OByxaTanHyk aBTopM3auuio. ATO Korga noMMmo napons
HY>XHO BBOAUTb KOA, NpUcbifiaemMblin no SMS;

4. Boibepun crnoxHbi naponb. Ons Kaxgoro noyvtoBOro siLyka LOSMKEH
ObITb CBOW HAAEXHbIA, YCTONYMBBLIN K B3fTOMY Naposib;

5. Ecnu ectb BO3MOXHOCTb HanucaTb CaMOMY CBOW JIMYHBLIM BOMPOC,
NCMonb3yn 3Ty BO3MOXHOCTb;

6. Mcnonb3ym HeCcKOnbKO MOYTOBbIX SAWMKOB. [lepBbl AN 4YaCTHOW
nepennckn ¢ agpecatamMmu, KOTOpbIM Tbl fOBepPsieLlb. OTO ANEKTPOHHbIN afgpec
He HaZo MCNosib3oBaThb NPU perncTpaumm Ha opymax n cantax;

7. He oTKkpbiBan hannbl 1 gpyrme BroXeHus B NUCbMax, gaXe eCrnuv OHU
NPULLAKX OT TBOUX ApY3€eN. Jlydlle YyTOYHU Y HUX, OTAPaBAANN 1 OHN Tebe 3Tu
doansbl;

8. lNocne okoH4YaHWs paboTbl HA NOYTOBOM CepBuCe nepen 3aKkpbiTUeM
BKINagKku ¢ cantom He 3abyab Haxkatb Ha "Bbiitn".

KnbepbynnuHr unu supTyarnbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne COOOLLEHMSMKU, coAdepXallumm
ockopbrieHnsi,  arpeccuto,  3anyrMBaHue;  XynuraHcTBO;  couumarnbHoe
BoMKOTMPOBaHME C NOMOLLLIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnUHrom:

1. He 6pocanca B 6on. Jlyqywmin cnocob: nocoBeToBaTbCA Kak cebs
BECTM U, ECIN HET TOrO, K KOMY MOXXHO 0BpaTUTLCA, TO BHa4arne ycrnokouTbCsl.
Ecnu Tbl HayHewb oTBeYaTb OCKOPOGMEHMAMM Ha OCKOPONEHUsl, TO TOSIbKO
ewle 6onbLue pasoxokellb KOHQMNKT;

2. YnpaBnsaun ceBoen knbeppenyTtaumen;

3. AHOHUMHOCTb B ceTU MHUMas. CyLecTBYOT CNocobbl BbIACHUTL, KTO
CTOWUT 32 aHOHUMHbIM aKKayHTOM,;

4. He cTOouT BECTM XynuraHckum obpas BUpTyarbHOW XU3HW. HTepHeT
dukcmMpyeT BCe TBOU OEUCTBUS U COXPaHAeT UX. YOanuTb ux Oyaet KpawnHe
3aTpyaHUTENBHO;

5. Cobnogan cBO BMPTYyaribHY YeCTb CMOSoAY;

6. UrHopupyn eguHu4dHbin HeratmB. OOHOpPa30Bble OCKOPOUTESNbHbIE
coobueHna nydwe urHopupoBatb. OOGbLIMHO arpeccusi npekpawaeTcs Ha
HavanbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa  MrHOBEHHbIMU
COOOLLEHNAMM, B couMarbHbIX CETAX €eCTb BO3MOXHOCTb OrOKMPOBKM
OoTnpaBKkM cOOBLLEHNI C onpeaeneHHbIX aapecos.;

8. Ecrnin Tbl cBuaetenb knbepbynnuHra. TBOM OEWCTBUS: BbICTYNUTb
NpoTUB npecregoBaTesns, nokasaTb eMy, YTO ero AeWCTBUS OLeHMBAaoTCA
HeraTMBHO, NoaaepXaTb XepPTBY, KOTOPOWN HYXXHa MCUXOSIorn4yeckasi nomoLLb,
COOBLLNTL B3POCSIbIM O (pakTe arpeCcCMBHOIO NOBEAEHNS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTdOHbl U MnaHweTbl cogepXat B cebe BMonHe
B3pOCNbIM  (PYHKUMOHAN, W Tenepb OHM MOryT KOHKYpupoBaTb CO
CTaumoHapHbIMM KoMnbloTepamu. OgHako, cpeacTB 3alumTbl Anst NOAO0BHbIX



YCTPOWMCTB MOKa OYeHb Maro. TecTupoBaHWE U MOUCK YS3BMMOCTEN B HUX
NPOUCXOAUT He TakK MHTeHcmBHO, kKak ana [MK, To e camoe kacaetcs wu
MOBUNBbHBIX NPUIOXEHUNA.

CoBpemMeHHble MObGUIbHbIE Gpay3epbl YyXe npakTU4eckn aOorHanm
HaCTOSIbHbIE aHanoru, ogHako pacwupeHne pyHKUMOHana BreyveT 3a cobowu
BOMbLUYO CIOXHOCTb U MEHBLLYIO 3aLLMLLIEHHOCTD.

[daneko He Bce nNpou3BOAUTENW  BbiNyckalT  OBHOBNEHUS,
3aKpblBalOLLNE KPUTUYECKME YA3BUMOCTU AJ151 CBOMX YCTPOWMCTB.

OcHoBHble coBeTbl Af1s1 6e30nacHOCTN MOBUNBHOro TenedoHa:

Huyero He sBnsieTcss no-Hactoswemy becnnatHbiM. Byab OCTOpOXeEH,
Begb Korga Tebe npegnaratoT 6ecrnnaTHbIA KOHTEHT, B HEM MOryT ObiTb
CKPbITbl KAKME-TO NnaTHble YCNnyru;

Adyman, npexge 4vem otnpaButb SMS, doTto unm Buaeo. Tbl TOYHO
3Haelb, rae oHn 6yayT B KOHEYHOM UTore?

Heobxoammo 06HOBMATE OnepaLMOHHY0 CUCTEMY TBOEMO CMapT(OHa;

Mcnonb3yin aHTMBMpPYCHbIE NporpaMmmbl Ans MOOUNbHbIX TeNegOHOB;

He 3arpyxan npunoxeHus OT HEM3BECTHOINO UCTOYHMKA, BEAb OHU MOTYT
cogepXaTb Bpe4OHOCHOe nporpammHoe obecneveHue;

Mocne TOro kak Tbl BbIOEWb C canTa, rge BBOAWUI  JINYHYHO
MHGOpMaLnto, 3anan B HAaCTPOMKM Bpaysepa u yganu cookies;

[Mepuogndeckn nNpoBepsin, Kakne nnaTHble YCMyrn akTUBUPOBaHblI Ha
TBOEM HOMEPE;

[aBai cBo HoMep MoOBUNbLHOro TenedoHa ToNbLKO NOASAM, KOTOPbIX Thl
3HaeLlb 1 KOMY JOBepSeLlb;

Bluetooth gormkeH ObITb BbIKMOYEH, KOr4a Thl UM He nonb3yelbes. He
3abbiBan MHoOraa NpoBepsiTb 3TO.

Online wvrpbl

CoBpeMeHHble OHMauH-Urpbl - 39TO KpacouHble, 3axBaTblBaloLne
pa3BnevYeHuns, 00 beANHALNE COTHN TbICAY YENOBEK NO BCEMY MUPY. Mrpoku
nccnenyT AaHHbIM UM MUpP, o0LLaloTCa ApYyr C APYroM, BbIMOMHAKT 3a4aHus,
CpaXkarTCs C MOHCTpaMM U Nosiy4aroT onbIT. 3a YAOBOSILCTBUE OHWU MNaTAT:
MOKynatT AMCK, onsiadnsatoT aboHEMEHT uUnu npnobpeTaroT Kakne-to onuuun.

Bce aTn cpeactea uayT Ha nogaepXKaHve u passBuTUE Urpbl, a Takke Ha
camy  6e30MacHOCTb:  COBEPLUEHCTBYKOTCS  CUCTEMbI  aBTOpU3aALUM,
BbIMyCKalOTCA HOBble natyM (uudpoBble 3annatku Ana  nporpaMm),
3aKpbIBaOTCS YA3BUMOCTU CEPBEPOB.

B nogobHbIX nrpax CTOMT onacaTbCsli HE CTOMbKO CBOUX COMEPHUKOB,
CKONbKO KpaXku TBOEro napornd, Ha KOTOPOM OCHOBaHa cUcTeMa aBTopu3aunm
BGonbLINMHCTBA Urp.

OcHoBHble coBeTbl N0 6€30MacHOCTU TBOEro UrPOBOrO akKayHTa:

1. Ecnu pgpyron wurpok Beget ceba nnoxo wunm co3gaet Tebe
HEeNPUSATHOCTWU, 3aBMOKNPYN ero B CIINCKE UPOKOB,

2. MNoxanynca agMuvHUCTpaTopaMm Urpbl Ha Mroxoe rnoBedeHue 3Toro
UrpokKa, XenatesibHO NPUITOXUTb Kakne-To JokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nNn4Hy0 MHopmaumio B npodanse urpsbl;

4. YBaxaun apyrmx y4acTHUKOB MO Urpe;



5. He yctaHasnvBan HeodvLmnanbHble NaTyn u Mogbl;

6. Acnonb3yn CnoXxHble U pasHble naponu;

7. Naxe BO Bpemsi Urpbl He CTOUT OTKNOYaTb aHTuBMpyc. lMoka Thbl
urpaellb, TBOM KOMMbIOTEP MOTYT 3apasnTb.

OULLINHT UK Kpaxka NUYHbIX JaHHbIX

OOGbl4HOM Kpaken [OeHer W OOKYMEHTOB CEerodHs YyxXe HUKOro He
yOMBUWb, HO C PasBUTUEM MHTEPHET-TEXHOSIOMMIA  3M10YMbILLITEHHUKM
nepeMecTUnNCb B MHTEPHET, N NPOAOIMKAKOT 3aHMMaTbCs "NodumMmbiM" genom.

Tak nosiBunacb HoBas yrposa: MHTEPHET-MOLLUEHHNYECTBA UM COULLINHT,
rnaBHas LeSflb KOTOPOro COCTOUT B MOMyYeHUN KOHMAEHUManbHbIX AaHHbIX
nonb3oBaTtesien - JIOTMHOB W naposien. Ha aHrnunckom aAsbike phishing
ynTtaeTtcs kak uwmHr (ot fishing - pelbHas noens, password - Naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSA
aHkeTa Oblna B3nomaHa, TO HeobxogMmo 3abnokumpoBaTb €e U CoobWNTb
afMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO CKopee;

2. Wcnonb3yn 6e3onacHble BeO-CanTbl, B TOM 4uCre, WHTEPHET-
MarasmHOB M MOUCKOBLIX CUCTEM;

3. Vicnonb3yi crioxHble 1 pasHble naponu. Taknum obpasom, ecnn Teb4a
B3/IOMalOT, TO 3MI0YMbILUSIEHHUKM MOfyyaT AOCTYN TONbKO K O4HOMY TBOEMY
npodousito B CETU, a HE KO BCEM,;

4. Ecnn Teba Banomanu, To HeobxoouMmo npeaynpeanTb BCEX CBOMX
3HaKoMbIX, KoTopble fobaBneHbl y Tebs B Opy3bsX, O TOM, 4YTO Tebs
B3fioMann U1, BO3MOXHO, OT TBOEro MMeHu OyaeT paccbinartbCs cnam u
CCbIJTKM Ha PULLMHIOBbIE CauThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUNbHbIN TENedoH;

6. OTKNOYM coxpaHeHne napons B 6bpaysepe;

7. He oTKkpbiBan dpannsl U apyrne BrioXXeHUsa B NMMCbMax, JaXe eClii OHU
NPULLNKX OT TBOUX APY3€eN. Jlydlle YyTOYHM Y HUX, OTAPaBASANN M OHN Tebe 3Tu
doansbl.

Lingpposas penytauus

LindpoBas penytaums - aTo HeraTMBHaa UNn NO3nTUBHaAA MHOpMaLnSA
B cetm o Tebe. KomnpomeTupywuwaa WHpopmMaumsa, pasmelieHHas B
WHTEPHETE, MOXET Cepbe3HblM 00pa3oM OTPa3UTbCS Ha TBOEW peanibHOW
Xun3sHu. "LUndposas penytayms” - aTo TBOM UMUOXK, KOTOPbIA (hopMUpyeTcs 13
MHGopmaunn o Tebe B UHTEPHETE.

TBOE MECTO XuUTenbcTBa, Yy4yebbl, TBoe MHAHCOBOE MNOMOXEHUE,
0CODEHHOCTN XapakTepa u pacckasbl 0 6GM3KUX - BCe 3TO HakannmMBaeTcs B
ceTun.

MHorve nogpoCTKM NErKOMbICIIEHHO OTHOCATCA K NyGnukaumm nU4HOn
MHGopMaunn B MHTepHeTe, He NOHMMAasa BO3MOXHbIX NOCNeACTBUN. Thbl faxe
He CMOXellb JoragaTbCd O TOM, YTO dooTtorpadus, pasmelleHHas S5 nert
Ha3ag, cTana npuYnHON oTkasa NPUHATL Teda Ha paboTy.

KoMmmeHTapumn, pasmelleHne TBoux doTtorpaun v apyrue OencTBus
MOIyT He MCYe3HYTb [axe Mnocre TOro, Kak Tbl UX yaanuwb. Tbl He 3HaeLb,
KTO coXpaHun 3Ty uHopmauuto, nonana fM oHa B MOUCKOBbIE CUCTEMbI U



coxXpaHusiacb Ny OHa, a rnaBHoe: YTo nogymarT o Tebe okpyXarLme nau,
KoTopble Hamgyt M yBUMAAT 9T0. HanWTu mH@opmaumo MHOro et cnycrs
CMOXEeT Nbon - Kak u3 Oobpbix MobyXAeHuW, Tak U C HaMepeHnem
NPUYNHUTE Bped. ATO MOXET BbITb KTO YrogHO.

OcHoBHbIe COBETbI MO 3alunTe LMGPOBOM penyTauunu:

1. MNogyman, npexae Yyem 4To-TO NyONMKoBaTb M nepegasaTthb y cebs B
6rore unu B coumnanbHON ceTu;

2. B HacTponkax npodumnsa ycTaHOBU OrpaHNUYeHunst Ha NPOCMOTP TBOEro
npocunna n ero cogep>XxMmMoro, caenam ero Tonbko "ansa gpysen”;

3. He pasmewan 1 He ykasbiBan MHGOPMaALMIO, KOTOpast MOXET KOro-
nnbo ockopbnaTb U obmxatb.

ABTOpCKOE NpaBo

CoBpeMEHHbIE LUKOSIbHUKM - aKTUBHblEe MONb3oBaTenu uUMgppoBoro
npoctpaHcTBa. OQHaKo Aaneko He BCe 3HalT, YTO MOMb30BaHME MHOMMMMU
BO3MOXHOCTAMWN  UMPpoOBOro Mupa TpebyeT cobniogeHuss npaB  Ha
NHTENNEKTyasnbHYy0 COGCTBEHHOCTD.

TepMuH "MHTennekTyanbHass COBCTBEHHOCTbL" OTHOCUTCS K pasnuyHbIM
TBOPEHUSIM YENOBEYECKOr0 YMa, HaunHasi C HOBbIX M300peTeHun 1 3HaKOB,
obo3Havalowmx COBCTBEHHOCTb Ha NPOAYKTbl M YCIyrn, W 3akaH4MBas
KHUramu, dooTorpadpusimu, KMHOOUITbMaMU n My3blKanbHbIMU
npou3BeaeHUsIMU.

ABTOpCKME npaBa - 3TO NpaBa Ha MHTeNNeKkTyanbHyt0 COBCTBEHHOCTb
Ha nNpou3BEeOEeHUA Hayku, nuTepaTtypbl M UCKyccTBa. ABTOPCKME MpaBsa
BbICTYNalOT B Ka4yeCTBE rapaHTuUM TOro, YTO UHTENNEeKTyarbHbIN/ TBOPYECKUN
Tpy4 aBTopa He GyaeT HanpacHbIM, JAacT eMy CrnpaBenfnBble BO3MOXHOCTU
3apabortatb Ha pesynbTaTax CBOero Tpyada, MOMAyYnTb W3BECTHOCTb WU
npuaHaHne. H1MKTo 6e3 paspelleHns aBTopa He MOXET BOCNPOM3BOAUTL E€ro
npousBegeHne, pacnpocTpaHaTb, NyGrnnM4yHO AEeMOHCTpUpoBaTb, NpoAaBaTth,
MMMNopTUPOBATb, nyckaTb B npokar, nyGrn4Ho NCMNOSNHATD,
nokasblBaTb/MCNOSHATL B 3dpupe nnu pasmerlatb B IHTepHeTe.

Mcnonb3oBaHue "nuMpartckoro" nporpamMHOro obecnedeHnss MoxeT
NPUBECTU K MHOIMMM puUCKaM: OT MOTEepWU [OaHHbIX K TBOMM akkayHTam Ao
BGNOKMPOBKM TBOErO YCTPOWCTBA, FAe YyCTaHOBIIEHA HeneranbHasi nporpaMmma.
He ctouT Takke 3abbiBaTb, YTO CyLECTBYIOT neranbHble M GecnnaTHble
nporpamMmmsbl, KOTOPblE MOXHO HanUTWN B CETU.

O nopTtane

CeTeBnyoK.pd - TBOW rNaBHbIN COBETYMK B CETU. 34€Cb Tbl MOXELUb
y3HaTb O ©6e30MacHOCTU B CETU MOHATHLIM W AOCTYMHbIM S3bIKOM, a MNpu
BO3HMKHOBEHUN KPUTMYECKOW CUTyauum obpaTuTbCs 3a COBETOM. A Takke
NPUHATb y4acTue B KOHKypcax U CTaTb CaMbiM LIMPPOBLIM rpaxxgaHUHOM!



